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Perspectives

Commander’s
Connection

Photo by Staff Sgt. Shirley Howcroft
Col. Sam Angelella (left) greets Lt. Col.
Courtney Ducharme (right), 609th Air
Intelligence Squadron commander, as
she and other members of 9th Air Force
return from Operation Iraqi Freedom
April 30.

“ Commander’s Connection” isa link
between Col. Sam Angelella, 20th Fighter
Wing commander, and the Shaw community.

Questions or concerns that can't be
resolved through normal channels can be
called in and recorded at 895-4611 or e-mailed
to commander sconnection@shaw.af.mil.

Callers should leave a hame and telephone
number in case questions need clarification.
Comments of general interest may be pub-
lished in The Shaw Spirit.

N | fell on the uneven concrete at the
Support Center building, and | just

Q want to make sure the area is fixed so

no one else will fall and get hurt.
A Civil Engineer Squadron has repaired

the area. Thank you for bringing this
to our attention.

We are happy to report the 20th

Making good OPSEC a way of life

By Senior Master Sgt. Denise Blecke and
Master Sgt. Brian Davis
20th Fighter Wing OPSEC Program Managers

Operations Security. You've heard the term alot
in the past few months. You know the drill: Don't
talk about what's going on at work, especialy to a
tall, dark stranger who is dressed in black and
speaks with a Russian accent. Yeah, yeah, tell me
about something | haven't heard about since | was
in basic training years ago.

But is that really what OPSEC is about? There
is more to OPSEC than that.

The regulation definition of OPSEC is "the
process of identifying critical friendly information
and analyzing friendly actions related to opera-
tions, acquisition, and other activities to identify
those actions that can be observed by potential
adversaries and determine indicators that could be
collected and synthesized to derive critical infor-
mation in time to be useful to an adversary and
eliminate or reduce to an acceptable level the vul-
nerabilities of friendly information to adversary
exploitation."

OK, but what does it mean?

In simple English, OPSEC is
thinking about what we are
doing or saying, then, wondering
if someone who doesn't like us
could hurt usif they knew about
it. If they could, the next step isto
wonder how we can keep them from
finding out. That is OPSEC in a nut-
shell.

Think about this one: you happen to
answer the phone in your shop and some-
one tells you they are a reporter for The Item. That
person tells you they are writing an article about
Shaw and asks you questions about something the
base is doing. What are you going to do? Do you
tell them what they want to know and make sure
they spell your name right for the article? Or do
you ask them to call Public Affairs so they can
speak to someone who can properly help them with
any releasable information?

OPSEC is not just to be used on base either.
When your shop goes to a restaurant near the base
for afarewell lunch for someone, | would be sur-
prised if you all didn't end up talking shop eventu-
aly. But who is sitting at the table behind you, lis-
tening to you talk? You just told them that you
wish you were going PCS with your buddy, but
instead you get to work Saturday getting six planes

N
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ready to fly out at 2 am. Sunday morning to Base
X. Maybe none of that is classified, but did you
just give them another piece of the puzzle?

To the bad guys, that is exactly what it is.
From their point of view, they are collecting the
piecesto ajigsaw puzzle. If they can put enough
pieces together, they can fill in the blank spots and
see the whole picture.

We become very complacent when things are
quiet; we fall into habits and stop thinking that it
could happen to us. That is when bad things hap-
pen -- things like Pearl Harbor, the USS Cole, the
Beirut Marine barracks, Khobar Towers or 9/11.

Wait a minute, 9/11? That's right, OPSEC is

not just for military members either. Our families
and friends should be thinking OPSEC, too. What
good does it do for al military members to be care-
ful when our friends and neighbors can tell some of
the same things we could? Back to our restaurant
incident -- what if our airman talked about the
weather instead, but the airman's spouse told a
friend they had to cancel their Saturday plans
because they had to work getting the planes ready
togo ... etc.

/\ Now, wait just a minute, it's
bad enough we have to suffer
this OPSEC stuff, but our fami-
lies too? You bet! By the way,

f they already do think about it.

You use good OPSEC in your

personal life al the time. When

you go on vacation, you set up

timers to make your lightsand TV or

radio go on and off so it looks like

someone is at home. Maybe you ask

your neighbor to move your other car

around and bring in your papers and mail while

you are gone.

You want to ensure a bad guy doesn't know you
are gone and break into your house to steal your
property while you are gone. Isn't that thinking
about what you are doing, wondering if someone
who doesn't like you could hurt you by knowing
what you are doing? And you planned what to do
about it. Right?

Exactly.

OPSEC is not atotally new concept, redly. It's
just a name for something we've been doing all
aong. We only need to expand our view of using
the basic OPSEC principles. OPSEC is not that dif-
ficult; for some things it comes naturally. The goal
of the OPSEC program is to make it "natural” all
the time.
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A special thank you to military spouses

By Gen. Don Cook
Air Education and Training
Command commander

RANDOLPH AIR FORCE
BASE, Texas— Throughout the
year we celebrate and commemorate,
often with great fanfare, people and
events that have made our nation
great. For the men and women who
serve in uniform, | think such com-
memorations take on added meaning
and significance because many of
these occasions are recognition of
sacrifice, patriotism and servicein
securing and maintaining freedom and
peace for our country and its citizens.

But, one occasion that doesn’t get
as much fanfare as it should is
Military Spouses Day, which we will
celebrate today. | think you will all
agree we need to change that.

Our military spouses are extraor-
dinary people. Their personal sacri-
fices, contributions, volunteer efforts
and Service Before Self are integral to
the health and well-being of our fami-
lies and our success as individuals.
They play alarge role in ensuring our
Air Force can successfully achieve its
mission.

Aswe all know, the life of a mili-
tary family isfilled with unique chal-
lenges and opportunities. Today, it is
often the rule rather than the excep-

Survival of the fittest

tion that both husband and wife work,
while sharing the responsibilities of
raising a family. Both spouses may
serve in uniform, while other couples
comprise a military member and a
civilian spouse maintaining a career
either in the home or in the commer-
cial sector.

But no matter the specific situa-
tion, | think today the military family,
and the military spouse in particular,
face the daunting challenges con-
fronting them with a special fortitude,
commitment and esprit de corps
unique to our military family voca-
tion.

It isimportant to remember that in
military families, al members serve
our country in one way or another.
During the often-lengthy separations
indigenous to military service, the
spouses remaining behind have awe-
some responsibilities to sustain a
home and family. By default, they
must frequently take on the duties of
both mother and father dealing with
the complex issues of daily life, and
they must do it alone. The military
spouse is truly the engine keeping our
homes and lives on track when the
military member is deployed or tem-
porarily away.

In my personal experience, | could
not have succeeded in supporting the
many military missions | was called
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Photo by Staff Sgt. Josef Cole

Family members of 77th Fighter Squadron pilots await the return of
their loved ones from Operation Iragi Freedom to Shaw Tuesday.
Hundreds of Team Shaw members returned during this past week.

upon to do without the loving partner-
ship | have with my wife, Diane. | am
very proud of her service to our fami-
ly, the Air Force and our nation. |
applaud her for her sacrifice and com-
mitment and the fact that she has
packed us up to PCS 24 times! Sheis
among the thousands of military
spouses who make this Air Force the
great organization it is, and | thank
her and all our military spouses for
that special commitment everyday.

Across the Air Force, we will hold
a variety of events and activities to
recognize the many contributions our
military spouses make to the military
community and the enormous impact
they have on the quality of our lives. |
encourage you to participate fully in
celebrating their accomplishments and
to thank them for all they do for us.
Our spouses are specia and help
make our Air Force family strong. We
must celebrate them.

don’t be a Darwin Award winner

By Lt. Col. Kirby Shineman
341st Space Wing Safety Office

MALMSTROM AIR FORCE BASE, Mont.
— Naturalist Charles Darwin proposed a theory
that only the fittest species survive and others who
are unable to adapt die out.

Safety officials must often feel that mankind is
traveling the road to extinction. Rules are created to
protect people from them-
selves, though many contin-
ue to believe they are the
exception to those rules.

The Darwin Awards, an
international honor to “those
who improve our gene pool
by removing themselves
from it,” is one indication
that people haven't caught
on to the idea of “opera-
tional risk management” yet.
ORM, a safety officia’s
mantra, is simply consider-
ing the consequences of
one's actions to avoid suffer-
ing the slings and arrows of
outrageous misfortunes.

The following Darwin
Award winners didn’t prac-
tice this simple concept.

They were otherwise normal people who boldly
put their brains on hold for a few moments and, as
aresult, won the uncoveted Darwin.

Life and limbs
A British tree trimmer sought to save time by
burning old tree limbs at the base of the tree he was
trimming. He built afire and added limbs to the
blaze from above — where he sat in the tree. If he
had taken a few seconds to evaluate this scenario,
he probably would have used common sense and
broken this task down into two distinct, safe
processes. cutting the limbs
and burning them away
from hiswork area. He did-
n't.
Can you hear me now?
In Kansas, a man was
struck and killed by atrain
while using his cell phone
to call for help after his
vehicle broke down. The
train engineer spotted him
standing on the tracks hold-
ing a cell phone to one ear
and cupping his hand over
the other to keep from
being distracted by the
inconsiderate noise of a
train horn. With time-hon-
ored cell phone etiquette,
the man remained focused
on his call and became
locomotive fodder.
Man's best friend
Another award winner in the Ukraine was walk-
ing his dog when a police cadet pointed out that

Darwin

dogs in that area must be walked with a muzzle and
aleash. The pair began to argue and the man threw
a grenade at the cadet’s feet. The dog saved the day
for the cadet when he fetched the explosive prize
and dutifully returned it to his master for the last
time.

Clearly, some of these folks are not the sharpest
pencilsin the drawer, but many of us become can-
didates for Darwins in our everyday lives.

See someone walking around the base alot? It's
not a new fitness initiative. Despite hearing it
weekly, there are some folks who till insist on
driving home after drinking at a party. Now they
can't drive on base.

Do you ever let your cell phone distract you?
Do you drive with only one hand on the wheel
while concentrating on that once-in-a-lifetime call
home to say you'll be 10 minutes late? Do you
believe it's the other drivers' responsibility to watch
out for you?

Motorcycles can be alot of fun when driven
safely, but do you prefer to ride without a helmet to
feel the wind in your hair? Helmets are required by
Department of Defense directives to protect what's
left of your brains.

Do you intentionally cut someone off in traffic,
or pull out in front of someone in afit of anger? Do
you believe they’re rational people who will accept
your sound judgment of their driving skills?

Protect yourself by thinking ahead. ORM is a
tool that can help you look at the consequences of
your actions. You alone have the power to keep
yourself from being the recipient of a Darwin



